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A Remote Procedure Call mechanism onx

This report describes the design and implementation of a Remote Procedure Call mechamisr sing
Virtual Circuit Transport Service Byte streams. (TSB)

A remote procedure call is arntension to the concept of procedures used in third generation languages such as
Pascal, BCPL and CWhen it is called it éécts a change on or returnsaue dependent upon the state of a
machine other than the one upon which the main program is running.

This has tw gpplications; Remote File Systems where files on other machines can be manipulated as though
they were resident on the prograsrdvn host and Remote Egution which allvs a program to be run on one
machine in the esironment of another

The Remote File System (RFS) is a means for accessing files gmmaahines as though thevere resident

on one. Some part of a filename identifies it as a local or remote file to the RFESewoiftvich sends a message
to a serer on the machine on which the file is &tf held instructing it to access the file and return the results.

LOCAL  ~  N| n,eEV\Pr,k 77777777 @ REMOTE

user files

Remote File System

Remote Ercution (REX) taks this one stage furth@®y some means the program yoant to &ecute is set
running on another machine. All input and output is then performed by er sanning on the usarmachine
under the control of the program. By this means, procéstorsive frograms can be run on dedicated or less
busy machines and a program which is onlgilable on one host can be accessed from others. Gayetddor
this are programs which require much processutgibt too much I/Og compilations, data compressiorxtte

formatting.
LOCAL @ network REMOTE
,,,,,,,,,,,,,,,,,,,, program

user files

Remote Ercution

| wanted it to be possible to compile unmodified standard system programs with the remote procedure call soft-
ware packages to produce a remotetgositing \ersion of the same program or one which can access remote
files.

As UNIX provides all services such as file access by a set of procedaysseth calls) it is cornvenient and
general to implement RPC by piding a set of procedures which present the same actetb the calling pro-
gram as the system callgttwhich communicate with sesks to do the ark.

A naming scheme is required for the Remote File System ai&tto distinguish between local and remote file
accesses. | arbitrarily chose "filename@host" which conforms to local file transfer protogsitioms. In
UNIX a file is identified to system calls by its unique pathname and the ‘@’ character éymlik filename. If
it were necessary to access a local file on host eagle whose name contained an ‘@’ chacattemiensly be
necessary to append "@eagle" to the filename.



Comparison with other RPC systems

The Nevcastle ConnectiofLindsay Marshall et al, Unérsity of Nevcastle upon jine)

Users’ softvare
Users' softvare | Lo

Newcastle Connection

UNIX UNIX
kernel kernel

Perhaps the most well kwo distrituted computing system, the Weastle Connection is a sofawe library
which catches a prograsmy/stem calls and determines whether to do local or remote accesses before calling the
kernel. Remote machines are specified by a natutahsion touNix filenames, a supepot directory one heel
aborve the root of each machirgfilestore containing the names of other accessible hostsxanpée of a re-
mote filename is/../eagle/usr/fredhork”.

It supports changing oreiworking directory to a directory on another machine and rem@Riton is speci-
fied simply by typing the name of areeutable file on another machineg(gyping ‘/../host2/bin/Is /usr/fred’
on host1 wuld list the contents of directoryred” on hostl hut the Is program wuld run on host2.)

The Nevcastle Connection prvades both remotexecution and remote file access with one natural and general
interface. r it to be fully general, all programs should be compiled with thedsstle Connection softwe.

UNIX supports the sharing of thextesegment in memory of seral invocations of the same programutlmoes
not share the i of software libraries common to d&rent programs. As all programs contain the object code of
the Navcastle Connection, thisomld be a considerableifwien to a memory-bound machine.

Each program also contains the code to implement a virtual circuit transport service; at UKC this is implement-
ed in the krnel, reducing memory usage andviding a fster transport service than could be ahidy a
userspace implementation.

Note that a &rnel implementation of the Meastle Connection is almost complete at the time of writing| b
have rot had an opportunity to use it yet.

ADHOC RPC mechanisiifeter Collinson, Unersity of Kent at Cantenlry)
Implemented in aery short time, its aim &s to preide a fev simple RFS services with little programming ef-
fort. As with my mechanism and the \Weastle Connection, it prades a set of procedures to replace selected

system calls.

You need to modify programs which are to use it; the remetsian of Is, for eample, taks an etra agu-
ment to specify the tget host. It verks and has done so for a year



Implementation

Remote Ercution has one great ahtage ver the Remote File System - it is easier to implementveha
written the Remote File System sofise lut time has not permitted me to type it in amatkvon it.

The remotely xecuting program communicates only with its s#rA Remote File System program also inter
acts with its wn file system and could be in communication witlless other machines. It therefore has to
maintain a list of which open files are local, which are remote and with which host to communicate for each re-
mote file.

Remote Ercution is also a more clearly defined problem: that it must appear to the remetefyng pro-
gram in @ery way that it is running on the machine on which,antf its sergr is running. No file descriptor
mapping table is necessary; the main program can deal directly in the actual file descriptors used @n'she serv
machine as it has none of itwo (save that open to the transport service).

Security is also less of a problem.yAsitempt by the remotelyxecuting program to interact with the machine
it is running on is trapped by the RemotesExtion library and passed to the sgron the home machine.

Program Description
1. Libraries

The virtual circuit transport service is implemented in tm&l at kKent. Theinterface to it is by special de-
vices "/de/tsb??". transport service commands are issuedrity system calls and incoming patk are re-
ceived by read system calls.

Corvenient program intedce to the transport service is yided by Peter Collinsog’libtsb package. This
contains functions such gsttsb()which tries to find a free TSB port and return a file descriptor open to it, and
tsconnect(fd,called,callinguality,explan) which tuilds a command structure for the transport service, issues the
CONNECTmMessage to the port and returns a pointer to a structure containing the reply

The filetrans.cuses these to primle functions which treat the transport service as a pure byte stream and send
and recaie ecific data objects. df example, sendshort(s)transmits a 16-bit intger to be receed by
recvshort() The —byte, —short and —long prinvigs deal with one-, tw- and fourbyte numbers. The b and
—string primitives deal in luffers of data as used igad andwrite system calls. The —char and -string functions
may perform character set mapping on the data whereas the corresponding —bytef &mactibns deal in bit
patterns.

Trans.hcontains appropriate type declarations for the routinésirs.cfor inclusion by files which call them.
2. Remote Egcution

The primitives in trans.care used by the functions in the fifeccalls.c These functions supplaohix system
calls dealing with the process’varonment. Thg send the aguments to the remote servand recee the re-
turn values back.
3. The serer

Rpcsiv.c consists of one lge case statement switching on commanerisk|t receies parameters, mas a
system call and sends the results back to the master program using theegriraiti trans.c There should be a
close similarity between the functionsrptcalls.cand the corresponding casespasrvc.
4. Remote File System

The remote file system isuitt on top of the top-heel functions of the remotexecution softvare. Rfscalls.c

contains another set cile g/stem calls which determine whether a file access is local or remote and then either
perform the real system call or the remote system call fpmealls.c

Implementing the Remote File System



Modifications required to the Remotedexition softvare

The main diference between the Remote File System and the Remetaition softvare is that the Remote
File System softare must deal with the file system of the host upon which it is running and penapbst-
er hosts.

This implies that

a)

b)

Thefile descriptor numbers which the user program deals in no longer correspond to the real file de-
scriptors as @&s possible with Remote Esution. Thesoftware must maintain a table recording which
open files are local and which are remad@. which hosts to map the usefile descriptors to the ap-
propriate host and actual file descriptors. Care must lem thlat user file descriptors are allocated in

the same manner as therkel, ie the lavest numbered free file descriptor is used first. Some programs
rely upon this.

Transport primitres must tale an extra agument, the file descriptor open to the host with whicly the
are to communicate. Only one set affbrs is necessary for communication witlresal hosts because
after each remote procedure call (which deals with only one host) theffédstare aliays empty

An extra set of imitation system calls is required which determine whether each call refers to a local or
remote object and which call either the real system call or the remote one. The remote ones are used di-
rectly by REX. These too must takihe appropriate file descriptor as atre agument. Isuggest that
rpccalls.c be gien a onditional compilation flag of the form

#i f def REX
# define tsfd O
#endi f

#i f def REX

open(pat h, flags, node)

#el se

rpc_open(tsfd, path, flags, node)
#endi f

char *path;

{

to avoid the introduction of (yet) another function calléaben’. (Consultrpccalls.cto see hw this
fits in)



d)

Anotherfile will be required to gie the RFS system calls access to the real system calls. | suggest

i nt

sys_open( pat h, f| ags, node)
char *path;
{
return(open(path, fl ags, node) ) ;
}

This is needed to get round the linking and loading as it is not possible for a function to call another
function with the same name as itsefelex should be used on this to hide the references to the real
system calls in the object file.

theRFS softvare must be able to set up a transport service connection hostrat will as it cannot be
known in adwance which hosts it will be required to communicate with until a special flename is en-
countered.

program

‘open’

rfscalls

‘rpc_open’ ‘sys_open’

rpccalls syscalls

‘sendbyte

trans ‘open’

‘write’

libc.a

kernel

Calling Hierarcly of Remote File System



Most system calls are quite simple to implement; the program sendgjtimeests, the seev does the wark
and returns the resultsThere are, hoever, svaal areas in which this approach is irf@iént. For these it
helps to remember that the remotekeaiting program should be unable to tell that it is not running on the
home machine.
1) Fork

Thefork() system call causes creation of avn@ocess (the child”) identical to the parent invery way &-
cept thaffork returns the process-id of the child to the parent and 0 to the child.

To emulate this, both the main program and its eemust fork at the same time and armnsport service
connection must be established for communication between the child program aneits serv

o

files

T | E—
files @ ———————————————————— program

The child serer then returns 0 to its master and the parenesegturns the process-id of the child serv

The wait system call which is associated wittrk can be implemented as simply as most other calls - the
sener waits for the child seer to «it.

2) BExec

The remotely ®ecuting program deals only in files on the local machife the n& program to gecute is re-
ferred to by a file name, it must run on the local machine. Open files remain open aesess/fsmthe serer is
in possession of the file descriptors open to real files, itam agppropriate that the servshould recute the
new program.

If the serer fails to execute the n& program (for @ample, because the specified file does rist)eit sends
back the returnalue from &it to the masterOtherwise it dies in thexecand the transport service automatical-
ly issues alisconnectnessage to the master progravdhen the mastestransprimitives receve tis instead of
the data thewere &pecting, thg exit directly; control is not returned to the main program.

For the Remote File System Ivefound no fully satisictory way toexec If remote files are to remain open
across amxec (as thg should) the ne program must also be compiled with the RFS safenand the table of
local and remote file descriptors must somebe passed to the meprocess. Theres no perfect wy for RFS
programs toxec non-RFS program as the latter cannot deal with the open remote files.



3) Pipes

It would be most dicient for the master program to create a pipe on the remote machine, which is still consis-
tent with not interacting with its gmonment. Havever, this loses the generality of all its file descriptors corre-
sponding to the real ones of the sgnAlso, because the usual actions failog the opening of a pipe are fork
and eec, it is desirable that the pipe is created on the local machine by tlee 3$&is males it not a special
case.

4) Signals

Process-ids are meaningful only on the local machine, so the sending of signals must occur therer lifa serv
sent a signal, it must transpire that the same signal be sent to its master; if it hasttiappeghal it may wish
to tale action - a visual editgrfor ekample, may wish to clear the screen and reset the terminal modes before
stopping and to rednathe screen when it is restarted.

It is apparent that the transport pritvés in the master program cannot generate the signal as signals are asyn-
chronous and the transport primé ae called synchronously with the masseg/stem calls. If the master were

to enter the ‘stopped’ state due to a signal,dul not be listening to the transport channel and saldvnot
read a message to restaftsecond process is needed to @@lsignals asynchronously to the master

D (oo

user files

a) An intermediate progranin series’ with the transport service connection to handle the transport service,
pass data to and from the master via a pipe and teedsijnals to the mastefhis incurs costs in B€iengy

and the intermediary mustvefull knowledge about the data transmission format so that it can identify both re-
guests for signals in the byte stream from theeseawnd instructions to fork along with the sarand master
programs. Alternatiely a paclet structure could be imposed upon the byte stream containing a flag to say
whether each paek is to be acted upon by the intermediary or &oded. Eithemway, the intermediary will

have © be ready to accept data from more than one sourcéerBiftuNix systems hae dfferent mechanisms

for doing this, ot some may he rone.

This approach wuld also greatly increase the conxite of the system.

(=

user files

b) A separate, asynchronous process toaedignals to the master is a better solution, the maiwlzak be-

ing that it doubles the number of transport service ports required on both machines. A separate sgigl serv
required for each remotelyxeeuting process. One warsal signal semr would allesiate this problem a little

but incurs problems such aalidation and deciding who is alled to send signals to which processes. If each
signal serer runs with the same usieras the master program, thislidation is done by theeknel.



Linking and Loading

Great problems are encountered when trying to load the separate object code modules into the final program. In
a remotely &ecuting program there are, foxample, tvo functions calledvrite, the fake aone and the real. The
transport softwre must cause a real system catl dalls from the uses’mrogram must call theake anes from
rpccalls.c In a RFS program there are three!

Each of the —.c files is compiled to produce a corresponding —.o file containing, among other things, the object
code for the —.c file and a list of functions which were called by functions in thesfilghich were not them-
selhes included in the file.'Unresohed referencey’

Theunix programid is used to resob/auch references between nyasbject code modules to produce the final
executable program. It also alls you to combine seral object code modules into one which may still contain
unresohed references to be resetl/by further loading. Its betiaur is such that the folleing incantations suc-
cessfully produce a remotelyeeutable program from the separately compiled files.

Id -r -0 t#.0 trans.o libtsh libc.a
Id -r -0 rex.o rpccalls.o t#.0
Id -0 program program xeo libc.a

The -r flag tdd means that the object file produced may still contain unredabferencesThe —o flag speci-
fies that the ng agument is the name of the file in which the result is to be lpibt.a is a library of object
code files containing the real system caNames bginning with ‘t#’ are theunix corvention for temporary

files.

The calling hierarchis & follows:

libc.a
write sendbyte trans.o write
program rpccalls.o . real
libtsb.a
system calls

The firstld finds references to system calls in trans.o and ldotshd fills in the addresses of the real system
calls from libc.a.

The second linewps when it finds a second occurrence of a function caieite’’ when it inspect$#.oas it
has already found one ipccalls.q it throws the second occurrenceay.

The third command finds that it can resoleferences bprogram.oto “write” w hen it inspectsexo; when it
gets tolibc.a, references to the replaced system call@ldxeady been satisfied bgxo. Only functions which
are not replaced bexo are etracted fromlibc.a. Library functions which program.o requires from libc.a and
which in turn require system calls are loaded in ancetinkith the ke g/stem calls frontex.o whichId has al-
ready found.

Sele

There remains a problem whithcannot be used to s@\f trans.oor libtsh.a call and hae been loaded with
ary library functions fromibc.a. For example,printf produces prettily formatted output and then catlge to
put it out. The first stage of loading will insert the codepiantf into the object fila#.o with the references to
write linked to the real system call as it should be.

When program.o comes to be loaded, its referencegptimtf will be linked with theprintf already inrexo
which calls the real system calkrite’. What should hee happened was that a second cppf printf should
have been atracted fronlibc.aand its references taerite linked to the dke system calls inpccalls.a

The best solution to this problem, a solution which also vema ptential lug since the bekaur of Id is not
defined when there are multiple occurrences of the same function name, is a progranveéamemoted sym-



bols from an object file.

Sele takes a compiled object file ira‘out format and marks selected function names as ‘local’ to that mod-
ule; they will not be used to resadvreferences from other filesaig. (It Selectvely Exports functions from an
object file.) This enables you to hide both system calls which are to be replaced and library functions which
have been loaded with the reagssions of replaced system calls.

Interestingly after | had writtenselex a problem was encountered by Seanviseur porting a program to the
orion supemmicrocomputers which only sel€or a revision of the systers’libraries) could fix.



SELEX(l) SELEX())

NAME
sele — selectve exporter
SYNOPSIS
selex[ -x][-v]file.o _symbol ...
DESCRIPTION
Selextakes a file in a.out(5) format and marks selected symbols as ‘local’ so thatithsot par
ticipate in further uses ¢dl . Symbols will normally start with an underscore character
—X This option specifies that all symbols are to be made captthose in the gument
list.
-V Verbose mode. The names of all symbols made local are printed on the standard output.
DIAGNOSTICS
If a symbol in the ayument list does not occur in the object file, @&ning is printed on the stan-
dard error output.
AUTHOR
Martin Guy UKC
HISTORY
Written to male loading of Remote Procedure Call mechanism possible.
SEE ALSO
Id(1), a.out(5)
FEATURES

Selex —x should check that all symbols in theyament list occur in the —.o file before it zapy an
of them as a guard amst typos.

18 January 1983 1



Setting up a remotexecution

A remote gecution requires the follwing situation to be set up

LOCAL @ network REMOTE
,,,,,,,,,,,,,,,,,,,, program

user files

So that the same servprogram (fpcsrv”) may be used for both REX and RFS applications, theesgrst
forms no \alidation checking and is not capable of setting up transport service connections. It is\asi@ibn
that the setup and running phases beldd into tw separate programs.

The program initially called by the user is the same for all REX programsirfit’’) but is knavn by mary
names. It establishes a connection to the progracbbot’ on the host upon which the real program is to run.

Rpcinitsends tapcbootits list of ervironment ariables and the list of guments it receied to pass to the real
program. Rpcbootthen eecs the required program with the transport service connection on file descriptor 0 and
rpcinit execsrpesry, which tales one aggument, the number of the file descriptor open to the transport service. It
is then up to the program to continue theveosation by issuing its first trapped system call.



Security
The reliable denial of services to unauthorised requests

It is extremely important that the Remote File System eseis given privileges appropriate to the user who is
using it to access files on a remote machine.

Validation of requests for a remotreeution is not as important. While the job is running resources may be be-
ing used illicitly but no permanent harm can be done on the scale that an unauthorised remote file system serv
could wreak, because a remoteke@iting program does not interact with the file system of its host. The fol-
lowing discussion is concerned primarily with authorisation in the remote file system.

It is a first principle in maintaining security that access should not be determinedvidgdae of information
alone because information can be copied and used by others without the victim realising.

Unfortunately the requirement of a ghical element (such as being logged in to a terminal adjacent to the ma-
chine) is an unacceptable restriction on the utility of a remote access sygemsiMeise a means by which
a request can reliably be accepted or refused based solely orcliamge of information.

In the uNIX ervironment, ‘privileges appropriate to the useare conferred by hang control of a process
which has the é&ctive wserid of the user in question. This can be aetdeby logging in to the machine as the
user which requires knoledge of the uses’username and corresponding passly each of which consists of
up to eight characterslhis is therefore sfitient information to allev access to a usexfiles.

The passwrd for a user is held in an ixesibly encrypted form in a publicly readahl&ix file. The test for
validity of a passwrd is to encrypt the supplied passal and to compare the result with the encrypigion
held in the file. It is the kwdedge of the unencrypted pass@ which allavs access to files, not that of the en-
crypted one.

Validation
A full explanation of the problems in secuiaidation will not be presented here.
The characteristics of the setup of a transport service connection areas:follo

A server on the remote machine opens a TSB portiatehsfor a specifiechameon it.

The client opens a TSB port on his machine and sends a connect message specifying the hastraadg the
is connecting to.

The listening semr is then informed which host the incoming connection came from.

Once this has happened a bidirectional byte stream has been set up between the processes. It cannot be moni-
tored of interfered with by an intruder because the open transport ports refuse a second attempt to open them.

Two programs on the same host can listen for the same nameo@ortis. An incoming connection for that
name is only passed to one of them; the one which listened first appearavioubedt

Proposal

The connecter must supply the correct unencrypted paddw the listener who can then encrypt it and check
it against the system pasevd file.

Unencrypted passwds must not, therefore be passeer the netvark. An intruder could listen for the same
name as the sezy discover the users passvord and use the kmdedge to fool the seer:



lam me

My passverd is foo

lam me

My passverd is foo

Restricting access to TSB ports is not a satisiry solution because the RFS saitevneeds to be able to ob-
tain TSB ports at random when it is running with an wileged useid. It would also mean that each machine
is dependent upon the security of all the others.

It is no better to send an encrypteatsion of the passwd; the intruder cannot find out the unencrypted pass-
word but could repeat the encrypted form to the listener withovingao knav the unencrypted form.

Better proposal

The preious system required that the connecting process kme remote uses’passvord kut that it need not
be held unencrypted on the machine to which he is connecting.

If both the connecter and the seirgwhich initially has the peers of the supeuser) can find out the usgrn-
encrypted passwd, each canerify that the other is who he claims to be withowirgy ary information avay
to an imposter

With the first message the connecter sends a random string of characters which both processes encrypt with the

users passvord. The listener sends back the encryptetiaad another random string which yHoth encrypt.
The connecter then sends the encryptadion of this back to the listener

Q | am me. Encrypt SXAFKERC with my passnd O
me sener
That is FRXNFAW. Encrypt HS\OLGDH.

That becomes HDBHHFBJ.

By this means, both sides caerify that the other knes the uses passvord without the passage of the pass-
words themselgs in ay form. A prospectie intruder can present the serwith chosen plainkt and receie
correctly encrypted ciphesteback ut cannot correctly encrypt the serig message.

As an added measure, let the user whose files are to be accgiieitydnave permitted the caller to access his
files. (Maintain a list saying which remote users from which hosts are permitted to access eachfjesgoif

an unsuccessful attempt is made to connect to @rsbecause the segv encrypted somexebut did not re-

ceive a orrect reply (for ap reason including termination of the transport service connection), that permission
is revoked until the taget user plicitly permits it agin. This defuses a repeated chosen pldirgtttack on the
passverd.

The encryption algorithm for this must be such that it is impossible to deduceytti®ik one plaintet/ci-
phertext pair gven full knowledge of the algorithm, or that arhaustve sarch to find it wuld tale sveal
hundred years. Thees algorithm supplied witlunix fills these requirements.



Efficiency

Extra cost is incurred by a remoteeeution in setting up the connection between machines, which will be
greater for the Remote File System as it has to perfafiiation. Extra processing has to be done on each ma-
chine for each remote procedure call; commands and tigeimants hee  be linearised for transmissiorver
the bytestream and decoded when rexki

The need to add aviebytes of information to a (say) 1024-byte block of data to be read or written will reduce
the adantage of block-tiffering if the transport service used the same sizaiifétb A possible remedy to this
is to tune the Wffer size used by the user program to a figure such that the transmission offeneflaata re-
sults in a transport service message equal to or slightly less tharffésdize. Unfortunatelysome programs
rely upon their bffer size being a peer of two. A safer solution wuld be to increase the size to (say) 4096
bytes.

The higher leel of traffic on the netwrk is not a problem atét as our Cambridge ring isovking well be-
low its capacity

The need to &ep more binary files, recompiled to do Remote Procedure Calls will use more filespace. Local
and remote @rsions of the same program running on the same machine occupies more memory ifat tw
stances of the same programwdger, centralising compilation, s& formatting and other Ige tasks means that
only one cop of the sharable i& sggment of the object code need be resident in the whole sgsteltective
memory What is more, the ability toven out the workload wer sevaal machines also raises the sysem’
throughput of wrk.



System Dependencies

Throughout the design of this project Ivhatried to male it as independent as possible upon the transport
mechanism and theewsion ofuNix used. Theprimitives in trans.cdepend healy upon using virtual circuit
transport service ports, and tlakd g/stem calls correspond to those of 4.2B3x. The fake g/stem calls for
a dfferent \ersion ofuNix, and an implementation dfans.cusing, saythe *sockets’ of 4.2 BSDuNiIx should
be interchangeable.

A program written for 4.2 could remotely bgeeuted on a machine running 4.1 using the 4k fg/stem
calls. (A library of compatibility functions euld also hee o be used to map unreplaced 4.2 functions into their
4.1 eqwaents.)

It is also quite feasible to implement a RFS eeim an operating system other thaitx. It would hase © pre-
sent auNix system call integce to the alien systegfilestore.

Conclusion

As a topic, Remote Procedure Calls and transparenbriehg are not thoroughlyxelored. The subject of
this project is a good one. The goals are simply and clearly defimé¢kdoe are manproblems to be confront-
ed in producing a sat&ftory solution. The surprisingly small amount of saftsvl produced to implement a
fully working, if simple remote>acution facility is the tip of a mountain of thought.

The solutions to difcult issues such as signal handling and performing forks aex$ éransparently va
manifested themsedg in the basic design of the systewr. this reason it has beenfditilt in this report to jus-
tify some decisions as th&ere mentioned.

But those decisions, | think, were good. The remoteéziging \ersions of standard, unmodified system pro-
grams such aschq printenv, cat andls behae identically to their local counterparts. | implemented only the
system calls necessary for these test programs as | found them to be necessary; theralatezem calls to
be replaced for a fuller system for which implementation will be a simple job of imitation. Onlysaidh as
dup2 will require a little thought.

| am confident that | hee produced a system whose generality anxiliiéty will make it easy to &tend, and
which will indeed enable lge programs such &soff to be eecuted remotelyThe generality is such that | see
no reason wa program should not undgo loading with both RFS and REX to produce a program which both
accesses files on mamachines andxecutes remotely!

hostl host2

host3 host4

sener @

filel file2

rcopy filel@host3 file2@host4
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